
The Essential Guide to  
Online Safety 
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This short course will give you a few 
tips on how to stay safe online  
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ONS: 

“Fraud is now the most common crime in England and Wales. It costs the UK £137bn a year...”   
“There were 4.5 million reported offences of Identity Theft in 2022” 

 

National Crime Agency: 
"...we think that fewer than 20 per cent of incidents of fraud are actually reported” 

 

House of Commons Justice Committee: 
"Just 2 per cent of police funding is dedicated to combating fraud despite it making up  

40 per cent of reported crimes in England and Wales.  More than half of all fraud  
is believed to be carried out over the internet” 

 

Victims Commissioner: 
"4.6 million people are affected by fraud each year and around  

700,000 will go on to suffer profoundly” 
 

National Audit Office: 

“There is an 86% year-on-year increase in online fraud” 
 

HM Inspector of Constabulary: 

“Kent Police received 12,000 reports of fraud from Action Fraud  
in 2022.  This resulted in 20 prosecutions” 

This is serious 
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Subjects we will cover are: 

Passwords 

Internet Banking 

Phishing 

Forged Websites 

Genuine websites 

Using Money Online 

Secure Websites 

Logging Out 

Email Scams 

Security Software 

The Essential Guide to Online Safety 
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Passwords 
You will have passwords for everything 

(Bank accounts, Amazon,  

Social Media, PayPal, email etc) 

 

What makes a good 

 password? 

 

You can recall it exactly 

No-one else can guess it 
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Weak passwords:  

 

letmein,   0000,   password,   123456  

 

Lower case (small letters) only 

No mix of numbers & letters 

Few characters 

Easy to guess 

 

Passwords 

6 ©  Andrew Gadd 



Passwords 

Strong password: 

 

 

LondoN2018,   19Evelyn82 

Mix of lower & upper case and a few numbers 

More characters.  Still easy to remember 

 

Tp4ZrT5q1i9s3z5c2iD   

Great password but difficult to remember! 
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Passwords 

Even stronger passwords: 
 

Use ‘odd’ character from the keyboard –  
 

! ” £ $ % ^ & * € and so on. 
 

These dramatically improve password strength 
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Passwords 

Good Passwords – that you remember: 

 

Use an acronym that means something to you.  Example: 

My daughter’s birth date is 13 April 1982  

Can become: Md’sbd13April82 

or 

Use three (or more) words.  Example: 

Fruitbowl.Wardrobe.Printer 
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Passwords 
Don’t use: 

Something that could easily be guessed 
(Own / partners / child’s / grandchild’s name/ favourite football team,  

street where you live, pet’s name etc) 
 

Do use: 

Something that could NOT be easily guessed: 
(Mother’s place of birth, partner’s middle name, father’s first name) 

 

Consider: 

A Password Manager.  ‘Lastpass’; ‘Dashlane’; ‘Roboform’ etc 
(Search for ‘password manager’) 
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Passwords 
Good to use different passwords for different places –  

but difficult to remember them all 
 

Use a few passwords 

Use more complex passwords for important websites  
(It won’t matter if your utility company and the site you use for sending e-cards have 

the same password.) 

 

The                        recommend that you do NOT change  

your password regularly  
(Only change it if you think it’s been compromised) 
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Passwords 

If you write them down, 
don’t make it obvious! 

Write them in a way (and in a 
place) that no-one will 

understand what they are 
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Passwords 

Don’t forget your 
mobile phone! 

Most are purchased with 
no password set 

(Use fingerprint / facial recognition if available) 
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Passwords Whatever password you choose, 
check out how good it is at 

passwordmonster.com 

 These 
passwords 
take a bit 

longer 

 A password based on your 
grandson's name and birth 
year doesn't take long to 

break 
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Internet Banking 
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Bank Accounts 

Have excellent security 
 

Banks give an online guarantee 
 

To access your online account you’ll need a variety of 
details: Customer number, Date of Birth, a one-time-code 

and a pass number.... 
(Two Factor Authentication) 
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Bank Accounts 

The pass number 

You have to enter parts of it. Perhaps the  

2nd, 3rd & 6th numbers 

 
(Tomorrow it will be the 2nd, 1st & 5th) 
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Bank Accounts 

Bank security is probably 
perfect 

 

 

 

 

So - how are you tricked into 
letting them in?  
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Phishing 

You might be sent a  
phishing email like this: 
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Phishing 
Or one like this: 
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Phishing 
Or like this: 
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Phishing 
They invite you to click on the web-links 

 

 

 

 
 

Never click on these links! 

If you did click on the paypal link –  

you’d arrive here: 
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Phishing 
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Phishing 

 

 

 

 

 

 

 

 

But you thought you were here 
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Phishing 
If you click on the Western 

Union link, you are taken here 
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Phishing 
But you thought you were here 
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Phishing 

Look at the URL. 

The real website 

address 

Forged web site 

Genuine web site 
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Phishing 

Again – look at the 

URL. The real 

website address 

Genuine web site 

Forged web site 
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Phishing 
But before you click... 

Place your mouse over 

the link... But don’t click 

Look at the bottom 

of the browser 

This is the web 

address you will 

be taken to 

Obviously not 

Barclays Online 
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It is safest to type in the web address yourself 

Or carry out 

your own 

web-search... 

 

and follow the 

link 
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‘Pretend’ Websites via Google 

Use .gov.uk 

Web sites 

you don’t 

need to visit 
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If you buy pharmaceuticals 
online, make sure you use a 

Registered Pharmacy 
 

They will have a Green Cross and 
their registration number 

Check their validation on: 
 

pharmacyregulation.org 
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Using Money Online 

When you want to buy something on-line or enter any personal details, 
make sure the website address starts with httpS 

This means it is a secure site – and no-one can intercept your details 
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Using Money Online 

But, although https means 
your data cannot be 

intercepted – it doesn’t 
mean it is a trustworthy site. 

 

Even the small green 
padlock is not a guarantee 
that the site is trustworthy 
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Using Money Online 

But click on the 

padlock....  

You will see more 

information – 

check the details 

 

And follow the 

links for more 

detailed 

information 

It should give you confidence that it is a 

genuine site 
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Using Money Online 

For an extra layer of security:  

Sign up to an online payment 

platform: 

PayPal / Apple Pay / Google Pay  

 

 

Use it to pay the supplier, if it’s an 

option  

It puts a trustworthy agent between 

you and the supplier  

  

They all have a dispute resolution 

centre 

36 

Use a credit card instead of a debit card 

if you can. Seller won’t know your bank 

details and the card company will have 

a method of dispute resolution   
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Logging Out 
If you have logged into a secure website 

Always ensure you log out 

correctly 

 

Left click on the ‘Log out’ button 

 

You may have to confirm your 

action 

Do not ‘crash’ the browser by clicking on the ‘X’ 

Do not use the back 

button 
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Public Wifi 

Public internet access is inherently unsafe  
You and the (potential) hacker are  

inside the same firewall  
 
 

If you use public WiFi, never do  
anything confidential or use a 

debit or credit card 
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Safer Internet Browsing 
We’ve all heard of service 
providers being hacked.  

Maybe your data was stolen... 
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Safer Internet Browsing 
It is not quite as convenient, if you don’t 

allow the provider to store your card 
details, you’ll be a little less exposed 

Make sure the ‘Save’ boxes are not ticked. 
GDPR rules say you have to ‘opt-in’ but 

always check 
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Safer Internet Browsing   
Visit   

haveibeenpwned.com 
 

Enter your email address into 
the box and click on ‘pwned?’ 
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Safer Internet Browsing 
And hope you  
don’t see this 
message! 
 
If you do, you  
need to change 
your password! 
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Safer Internet Browsing 

On the same site, you can see if any password you use has been found on a pwned site 

haveibeenpwned.com 

This does not tell you if a password is any good. Just if it’s been found in a data breach. 
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Email Scams 
This sort of email is 20+ years old, but the scammers still send them out 

It is obviously a scam.  ($40million!)    So, why do they keep sending them out? 

Do NOT respond.   
If you reply, you confirm your email address – and it will be sold to others 

It is estimated that 72% of all email is Spam 
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Email Scams 

NEVER open 

strange 

attachments 

It will undoubtedly 

infect your device 

with a virus 
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Email Scams 
Some Spam emails are 

almost believable 

It is offering a tax refund 

of (only) £364.77 

It has the HMRC logo 

BUT: 

It’s not addressed to you 

It uses the wrong characters  

The sender did not have a ‘£’ on 

their keyboard – which makes it 

very suspicious 

This is a spam email   

Downloading the 

attachment would infect 

your device 
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Email Scams 
The ‘scammers’ are 

getting better all the 

time  

 

It has a genuine looking 

email address 

 

Correct logo 

 

No spelling or grammar 

mistakes 

 

A believable £643.55 

 

BUT: Not addressed to 

you & no ‘£’ sign 
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Email Scams 

All future emails from this 
address will be sent straight 

to the spam folder 

Not addressed to anyone 
and poor English tell you 

this is a scam 

Another VERY 
suspicious 

attachment.  
Don’t click on 

it.  

Forward this to 
report@phishing.gov.uk and the 
National Cyber Security Centre 
(ncsc.gov.uk) will try to get the 

sender shut down.    

Then click on ‘Spam’.  This 
email will be sent to your 

Spam folder 

48 

©  Andrew Gadd 

mailto:report@phishing.gov.uk


49 

Email is Not Secure 

Why does your bank never email your 
statement to you?  

 
Because email is not secure 

 
You might log-on to an https website, but the 

email will be forwarded on to many computers 
during it’s journey  

 
It travels in plain text over the network and will 

be stored in plain text on email servers 
 

Think of your email as a postcard! 
 

For a secure email, search for: Proton Mail, 
Startmail, Tutanota, Zohomail or Thexyz 

 

Some are surprised to learn that 
Google and others scan your 

emails for keywords to show more 
personalised adverts 
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Text Scams 
If you receive a phishing / scam text, NEVER respond.  Forward them 7726 and the 

National Cyber Security Centre will get the sender shut down.    
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Email Scams 
And they are getting 

better all the time..... 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
A sample of the email addresses these 
came from: 
@calendavr.com 
@getspora.com 
@infor.cirnas.com 
@skyNet.thayaelu.com 
@infor.agencebe.com 
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Constantly evolving scams, 
exploiting every opportunity 
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Security Software 

An anti-virus program is essential 

There are many to choose from 

Some cost money... 
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Security Software 
When a spam email asks you to visit a website OR  

you download an unknown attachment   

Hopefully your anti-virus program will stop it 
 

Note the website is a very innocent sounding     butlins-memories.com 

If you try to visit a 
website that has 

‘dangerous 
content’.... 
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Security Software 
Some are free for domestic use 

In my opinion, either of these free programs are 
probably adequate for domestic use. 

 
But you will see various ‘pop-ups’ encouraging you to 

upgrade to a paid version 
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Software Updates 
It is vital to keep your software  

up to date.   

Most updates fix security flaws 
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Beware of fake downloads... 

Security for Mobiles 

Be careful of what you download even  
from the official app store  

Ideally, go to the vendors website  
and follow the link to the app store  

It might look like the genuine ‘app’ 
but many crooks create fake apps 

that look like the real thing  

Strongly suggest you install some 
security software on your mobile   
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Social Media Safety 
Use extra precautions when using  

social media on mobile devices 

Don't: 
Tweet photos from inside your home 

Mention your address on any social network  

Announce when you’re going on holiday 

‘Check-in’ at airports or holiday destinations on 
social channels  

Post your holiday pictures whilst on holiday 

Post photos of new expensive items you’ve 
bought or received 

Assume the safety settings of your social profiles 
are where you left them  

According to the Surrey Police... 
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Backups 
What would happen 
if your device died or 

was stolen?  
   

What if your data 
was encrypted by a 

hacker? 
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It depends on your 
device... 

 
 

Use online storage 
 
 

Use an external drive 
for a lot of data 

 
 

Use a USB ‘Flash 
Drive’ for less data 

 
 

A backup copy of 
your data might 
‘save the day’! 
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For further study, the following websites are recommended: 

 

actionfraud.police.uk 
cyberaware.gov.uk 
getsafeonline.org 
thinkuknow.co.uk 
thinkjessica.com 

bbc.co.uk/webwise 
welivesecurity.com 

takefive-stopfraud.org.uk  
ncsc.gov.uk 

disney.co.uk/internet-safety 
 
 

Don't forget your bank or building society  
will have their own security pages! 

The Essential Guide to On-line Safety 
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I hope this presentation  
has been useful 

 
Any feedback (good or bad) is gratefully received at: 

 

presentationfeedback2023@gmail.com
 

Thank you in advance!” 

The Essential Guide to Online Safety 
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