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What is Espionage?




How can espionage be carried out?




Some Quotes



https://www.azquotes.com/author/19687-Sun_Tzu
https://www.azquotes.com/author/2530-John_le_Carre
https://www.azquotes.com/author/15140-Kurt_Vonnegut
https://www.azquotes.com/author/32844-William_Colby

The history of espionage

thinking planning

the number and kinds of the strategic possibilities available

geographic conditions inhabitants in the land to them




The history of espionage - early examples include:
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The history of espionage

The Ancient Egyptians coined The Persian King Cyrus the
a new word for a new breed Great (c. 590-530 BCE) called
of public servant — “the eyes spies his many “eyes and

of the Pharaoh” ears”

“It is only the enlightened ruler The ancient Chinese military

and the wise general who will theorist General Sun Tzu (c.
use the highest intelligence of 554-496 BCE) devoted a
the army for the purposes of chapter of his seminal “The

spying, and thereby they achieve Art of War” to the role of the
great results.” spy.




The history of espionage




Elizabethan Intelligence Network
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Cold War

The intelligence services
were used both to gauge
the strength of enemy
forces and shore up various
political systems

The Cold War (1947-1989)

was conducted to a greater
extent than ever before as

a war of espionage

Given the sheer scale of the
internet and the vast
volume of its data traffic,
this poses a considerable
challenge to the activities
of today’s spies

They are now forced to
deal with industrial
espionage and since 2001,
the threat posed by
international terrorism




What information are spies looking for?

Intelligence services \
working against the UK
tend to focus on gaining
a number of different
types of secret
information j




technical
information
about
weapons

details of
where troops
are located

information on
defences

Military secrets

weak points

or launch
surprise
attacks

it can help
them to pick
out targets

and weak
points




Industrial secrets




Political secrets

confidential
information on international
political and relations
security affairs

and
intelligence
operations.

negotiating

positions

sensitive
economic
information

details of

policy
developments.




How is espionage conducted?

e Spies working for states fall into two categories:

== intelligence officers and agents.




Intelligence officers

Intelligence officers are
members of intelligence
services

They will be highly trained in
espionage techniques and the
use of agents.

They may operate openly,
declaring themselves as
representatives of foreign

igence services

other official positions such as
diplomatic staff or trade

Some may operate under non-
official cover to conceal that
they work for an intelligence

service

posing as a business person,
student or journalist for
example

In some cases they may
operate in "deep cover" under
false names and nationalities

Such spies are dubbed
"illegals" because they operate
without diplomatic immunity




Agents




How intelligence officers and agents operate

eavesdrop, tap telephone calls and communicate secretly.

whom they can use over a sustained period of time, so that they can obtain a reliable flow of information.




Cyber espionage




National
Cyber
Strategy 2022

Pioneering a cyber future with
the whole of the UK




Pillars and objectives

0

Pillar 1

Strengthening
the UK cyber
ecosystem

a

Pillar 2

Building a
resilient and
prosperous
digital UK

Pillar 3

Taking the
lead in the
technologies
vital to
cyber power

Strengthen the
structures, partnerships
and networks
necessary to support

a whole-of-society
approach to cyber.

Improve the
understanding of
cyber risk to drive
more effective action
on cyber security and
resilience.

Improve our ability to
anticipate, assess and
act on the science

and technology
developments most
vital to our cyber power.

Secure the next
generation of
connected technologies
and infrastructure,
mitigating the cyber
security risks of
dependence on global
markets and ensuring
UK users have access
to trustworthy and
diverse supply.

Enhance and expand
the nation’s cyber skills
at every level, including
through a world class
and diverse cyber
profession that inspires

and equips future talent.

Prevent and resist
cyber attacks

more effectively

by improving
management of
cyber risk within UK
organisations, and
providing greater
protection to citizens.

Foster and sustain
sovereign and allied
advantage in the
security of technologies
critical to cyberspace.

Work with the
multistakeholder
community to shape
the development of
global digital technical
standards in the priority
areas that matter most
for upholding our
democratic values,
ensuring our cyber
security, and advancing
UK strategic advantage
through science and
technology.

2a.

Foster the growth of a
sustainable, innovative
and internationally
competitive cyber and
information security
sector, delivering quality
products and services,
which meet the needs
of government and the
wider economy.

Strengthen resilience
at national and
organisational

level to prepare

for, respond to

and recover from
cyber attacks.

Preserve a robust

and resilient national
Crypt-Key enterprise
which meets the needs
of HMG customers,
our partners and allies,
and has appropriately
mitigated our most
significant risks
including the threat
from our most capable
of adversaries
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Pillar 4

Advancing UK
global leadership
and influence

X

Pillar 5

Detecting,
disrupting
and deterring
adversaries

Strengthen the cyber
security and resilience
of international
partners and increase
collective action to
disrupt and deter
adversaries.

Detect, investigate
and share information
on state, criminal and
other malicious cyber
actors and activities
in order to protect the
UK, its interests and
its citizens.

Shape global
governance to
promote a free,
open, peaceful
and secure
cyberspace.

Deter and disrupt
state, criminal and
other malicious
cyber actors

and activities
against the UK, its
interests,

and its citizens.

Leverage and export
UK cyber capabilities
and expertise to
boost our strategic
advantage and
promote our broader
foreign policy and
prosperity interests.

Take action in and
through cyberspace
to support our
national security and
the prevention and
detection of serious
crime.




We will revisit cyber later on, but now
let’s look at some science and related
things.

There are two spy museums that have
some excellent exhibits

You come face to face with spies and
spymasters, gadget makers, scientists
and engineers from past and present



Spy Museum — Washington DC

Spies and Spymasters - reflecting various periods in history, places
and spy types. Featured in the profiles are: Morten Storm, Dmitiri
Bystrolyotov, Mata Hari, Sir Francis Walsingham, James

Lafayette, Mosab Yousef and Gonen ben Itzhak.

Tools of the Trade — The gadgets featured in this exhibit cover five
key areas: covert communications, surveillance and counter-
surveillance, escape and evasion, disguise, and secret entry.

Looking, Listening, Sensing - featured: Signals Intel

(SIGINT), Imagery Intel (IMINT), Measures & Signature Intel
(MASINT) and Open Source Intel (OSINT).



SURVEILLANCE
5 COUNTERSURVEILLANCE




Meet the lipstick pistol, used by
KGB operatives during the Cold
War. The 4.5 mm, single shot
weapon was small enough to be
slipped past even the most
suspicious border guards. It fires
by pressing the barrel into the
victim. The lipstick pistol delivered
the ultimate “kiss of death.”

L
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When an American
diplomat in an East
European country sent his
shoes out for repair, the
local counterintelligence
service secretly outfitted
them with a hidden
microphone and
transmitter.
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Scrotum Alert!!l



This prototype (never

usedint
specifica
be used

ne field) was
ly designed to

oy downed

male pilots to conceal a
small escape radio

Male security guards, it
was thought, would not
thoroughly search the
genital area.
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Bra Alert!!l



A spy in a classic trench coat might
easily conceal a camera

¥

But what about a female agent in a
dress?

¥

C )
Four female Stasi employees devised
a solution: an ingenious bra, code-
named “Meadow”

¥

g . . )
Designed to be worn with a summer
dress, its built-in sub-miniature
camera controlled by a remote
release held in the pocket




When activated, this device would jam all radio
communications around it then self-detonate after
its cycle was complete



e
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A bug inside
eavesdropped on
radar and
communications from
a nearby Soviet
airbase

~

)




German Spy Museum - Berlin

The guests of the German Spy Museum Berlin can see, feel, read, hear and smell,
what happened in thousands of years of espionage

¢ Did you know that
drones were used in
World War Two?

¢ Which secret service
had the best codes?

* How do you kill
someone with an
umbrella?

¢ Who knows more
about you — the
Stasi, the NSA, or
Facebook?






The M-125-3 Fialka cipher machine —the Russian Enigma

In many senses the M-125 represents a
further development of the Enigma.

Successor models incorporated further
features designed to increase the level
of encryption safety

A4

The increase from three discs to ten
increased the number of possible
combinations from Enigma's 17,576 to a

breath-taking 590,490,000,000,000

A4

The Fialka was used by several Warsaw
Pact states

¥

Fialka’s easy operation and complex
encryption meant that it remained in
service up to the end of the 1980s

— e e




Finding the truth on the graph

Treachery, a false identity or simple lies are
part and parcel of the intelligence world

¥

Seeking to separate the sheep from the goats,

a number of countries make considerable use

of polygraph tests, more commonly known as
“lie detectors”

¥

A4

The Lafayette model 76056 polygraph was used

It is not universally accepted as being reliable. }
by various US intelligence in the 1970s.. }
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Intelligence Gathering Disciplines
HUMINT




GEOINT

Geospatial intelligence (GEOINT) are gathered from satellite and aerial
photography, or mapping/terrain data.

IMINT

Imagery intelligence — gathered from satellite and aerial photography

MASINT

Measurement and signature intelligence (MASINT) are gathered from an array of
signatures (distinctive characteristics) of fixed or dynamic target sources. MASINT
is split into six major disciplines: electro-optical, nuclear, radar, geophysical,
materials, and radiofrequency.

Electro-optical MASINT
Airborne electro-optical missile tracking MASINT
Infrared MASINT

Optical measurement of nuclear explosions



OSINT

Open-source intelligence (OSINT) are gathered from open sources.
OSINT can be further segmented by the source type:
Internet/General, Scientific/Technical, and various HUMINT
specialties, e.g. trade shows, association meetings, and interviews.

SIGINT

Signals intelligence (SIGINT) are gathered from interception of
signals.



Communications intelligence (COMINT)

Electronic intelligence (ELINT) — gathered from electronic signals that do not contain
speech or text (which are considered COMINT)

Foreign instrumentation signals intelligence (FISINT) — entails the collection and analysis
of telemetry data from a missile or sometimes from aircraft tests; formerly known as
telemetry intelligence or TELINT

TECHINT

Technical intelligence (TECHINT) are gathered from analysis of weapons and equipment
used by the armed forces of foreign nations, or environmental conditions.

Medical intelligence (MEDINT) — gathered from analysis of medical records and/or
actual physiological examinations to determine health and/or particular ailments and
allergic conditions for consideration

CYBINT/DNINT

Cyber or digital network intelligence (CYBINT or DNINT) are gathered from cyberspace.
CYBINT can be considered as a subset of OSINT.

FININT

Financial intelligence (FININT) are gathered from analysis of monetary transactions.



Back to Cyber




Russia North Korea.

stealing spying disrupting  destroying  deceiving.




What Does Intelligence Have to Do with Cyber?

Four features of the evolving cyber landscape are placing
unprecedented demands on intelligence

il
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How Technology is Changing the Future of Espionage




How Technology is Changing the Future of Espionage

Social media

How hard will it be for intelligence services to recruit spies
who have zero social media presence?

Intelligence Agencies will have a tough time finding a 30-
year-old recruit who has never travelled abroad (where
their biometics may have been gathered) and who has
never posted his or her pictures on social media.



How Technology is Changing the Future of Espionage
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How Technology is Changing the Future of Espionage




